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ATTACHMENT 5
PROGRAM INTEGRITY ASSESSMENT SUPPLEMENT 

Low Income Home Energy Assistance Program (LIHEAP)

ABSTRACT:  

HHS is requiring further detail from Grantees on their FY2014 plans for preventing and detecting fraud, abuse, and improper payments.  HHS is also requiring that Grantees highlight and describe all elements of this FY2014 plan which represent improvements or changes to the Grantees’ FY2014 plan for preventing and detecting fraud, abuse and improper payment prevention.

Instructions:  Please provide full descriptions of the Grantee’s plans and strategy for each area, and attach/reference excerpts from relevant policy documents for each question/column.  Responses must explicitly explain whether any changes are planned for the new FY.
	State, Tribe or Territory (and grant official): Northern California Indian Development Council, Inc. 
	 
	Date/Fiscal Year: 2014

	 
	 
	 
	 

	RECENT AUDIT FINDINGS

	Describe any audit findings of material weaknesses and reportable conditions, questioned costs and other findings cited in FY2013 or the prior three years, in annual audits, Grantee monitoring assessments, Inspector General reviews, or other Government Agency reviews of LIHEAP agency finances.
	Please describe whether the cited audit findings or relevant operations have been resolved or corrected.  If not, please describe the plan and timeline for doing so in FY2014.
	If there is no plan in place, please explain why not.
	Necessary outcomes from these systems and strategies

	The Northern California Indian Development Council, Inc. (NCIDC) has had no audit findings of material weakness or reportable conditions, questioned costs or other findings cited in our audits during the past five (5) years. 
	Not Applicable
	Not Applicable
	The timely and thorough resolution of weaknesses or reportable conditions as revealed by the audit.
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According to the Paperwork Reduction Act Of 1995 (Pub. L. 104-13), public reporting burden for this collection of information is estimated to average 1 hours per response, including the time for reviewing instructions, gathering and maintaining the data needed, and reviewing the collection of information.
An agency may not conduct or sponsor, and a person is not required to respond to, a collection of information unless it displays a currently valid OMB control number.

	COMPLIANCE MONITORING

	Describe the Grantee's FY 2013 strategies that will continue in FY 2014 for monitoring compliance with State and Federal LIHEAP policies and procedures by the Grantee and local administering agencies.
	Please highlight any strategies for compliance monitoring from your plan which will be newly implemented as of FY 2014.
	If you don't have a firm compliance monitoring system in place for FY 2014, please describe how the State is verifying that LIHEAP policy and procedures are being followed.
	Necessary outcomes from these systems and strategies

	The NCIDC has systems in place to monitor the use of program funds and detect and correct problems. This system includes monitoring of programmatic and financial operations, and the establishment of appropriate systems and procedures to prevent, detect and correct waste, fraud and abuse in the LIHEAP program. 
	Not Applicable 
	Not Applicable
	A sound methodology, with a schedule for regular monitoring and a more effective monitoring tool to gather information.

	
	
	
	


	FRAUD REPORTING MECHANISMS

	For FY 2013 activities continuing in FY 2014, please describe all (a) mechanisms available to the public for reporting cases of suspected LIHEAP fraud, waste or abuse [These may include telephone hotlines, websites, email addresses, etc.]; (b) strategies for advertising these resources.
	Please highlight any tools or mechanisms from your plan which will be newly implemented in FY 2014, and the timeline for that implementation.
	If you don't have any tools or mechanisms available to the public to prevent fraud or improper payments, please describe your plan for involving all citizens and stakeholders involved with your program in detecting fraud.
	Necessary outcomes of these strategies and systems

	In many cases, community members or Tribal employees will come forward if they see a situation that is suspect. In addition, Tribal coordinators are trained to watch for fraudulent activity and immediately report to the NCIDC LIHEAP coordinator.
	At the beginning of the new fiscal year, along with the usual allocation announcement and the program materials memo, reference to fraud prevention policies (see attachment 1) are distributed to all Tribes participating in LIHEAP under NCIDC’s program. Each participating Tribe are provided materials regarding our program policies for FY 2014 (see attachment 2) and fraud prevention fliers to post (see attachment 3) that will inform the public of what they can do to report suspected cases of LIHEAP fraud, waste or abuse. The participating Tribes are required to post the fraud materials at the Tribal office and are encouraged to post at stores, Head Start centers, schools and other public gathering locations. The materials include various methods of reporting fraud including telephone numbers and access to more information regarding fraud via NCIDC’s website (see attachment 4)
	 Not Applicable
	Clear lines of communication for citizens, grantees, clients, and employees to use in pointing out potential cases of fraud or improper payments to State administrators.
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	VERIFYING APPLICANT IDENTITIES

	Describe all FY 2013 Grantee policies continuing in FY2014 for how identities of applicants and household members are verified.
	Please highlight any policy or strategy from your plan, which will be newly implemented in FY 2014.
	If you don't have a system in place for verifying applicant's identities, please explain why and how the Grantee is ensuring that only authentic and eligible applicants are receiving benefits.
	Necessary outcomes from these systems and strategies

	NCIDC’s methods for verifying applicant identities for the LIHEAP program is to require that the person submitting the application provide name, address, phone number, social security number (SSN). The LIHEAP program coordinators are intimately familiar with the residents of their reservations, Rancherias or aboriginal territories, in large part, because the majority of the Tribes in NCIDC program have small populations. Validation of legitimate applicants is dependent on the Tribe’s membership records and the Tribal LIHEAP coordinators knowledge of the community. Additional verification is collected in the process of certifying the client for services. For example, households in which one or more individuals are receiving assistance under TANF, Supplemental Security income, food stamps (SNAP) or Veterans or Survivor pensions are eligible for LIHEAP services. Documentation for those programs further verifies the applicant or the applicant’s household eligibility. Alone these documents do not provide adequate identification, however in combination with proof of income, a California driver’s license or identification card, social security numbers, utility bills or Tribal membership the identity of the applicant is verified. 

In addition to all of the above-mentioned methods of proving identity, every client is required to certify, on their application (see attachment 5), “By signing this document I am certifying that all information provided orally or on this application form is true to the best of my knowledge. I further acknowledge that this information is subject to verification and that falsification of such information shall be grounds for my termination from any program in which I am participating and may result in prosecution. I further certify that I am the only person in my household who has applied for these services”. 

Before approving an application and releasing any funds, NCIDC program coordinators are required to check each applicant’s name and physical address against NCIDC’s data base to be sure that the applicant has not applied for LIHEAP services in that fiscal year and that the address on the application has not been used by another household member to receive LIHEAP services. NCIDC oversees LIHEAP for close to half of the Tribes in California and puts each application’s information in the database. The database is used to detect and prevent fraudulent activity by crosschecking applicant information within a specific Tribe and also between Tribes., There have been instances where one household member from one Tribe applied for LIHEAP and another household member from a different Tribe also attempts to apply for LIHEAP from their Tribe’s LIHEAP program. NCIDC’s database detects these kinds of situations and services are disallowed in those cases. 
The LIHEAP program staff is vigilant in their efforts to recognize innocent mistakes and also to recognize potential fraud or abuse and have taken steps to assure that neither client or vendor have an easy way to defraud the program. 

Additionally, the systems in place for authorizing LIHEAP payments are rigorous due to NCIDC’s check and balance system. Signatures from clients and unregulated vendors are required for proof of product delivery (i.e. wood, propane) and for larger energy vendors account credit is substantiated through confirmation numbers with follow up from either the client or staff.  
Further measures are taken to validate vendor authenticity utilizing the Tribal coordinators to validate that the vendor selected fulfills the LIHEAP participant’s energy needs.  NCIDC staff further scrutinizes during the final authorization, adding strength to our fraud prevention efforts. At each step in the process, if fraud were suspected, staff would reevaluate to ascertain any abuse or mishandling of LIHEAP funds. 
NCIDC staff is trained to follow the policies and procedures (see attachment 6) established for this program to assure that suspected fraud is identified. There have been cases where staff has denied services until the case was investigated further because an application was lacking the necessary required elements or potential fraud was suspected.
	At the beginning of the new fiscal year along with the usual allocation announcement and the program materials memo, reference to the fraud prevention policies (see

Attachment 1) are distributed to all participating Tribes in NCIDC’s LIHEAP. Each Tribe that participates in NCIDC’s LIHEAP are provided materials regarding our program policies for FY 2014 (see attachment 2) and fraud fliers to post (see attachment 3) that will inform the public of what they can do to report suspected cases of LIHEAP fraud, waste or abuse. The participating Tribes will be required to post the fraud materials at the Tribal office and are encouraged to post at stores, Head Start centers, schools and other public gathering locations. The materials will include various methods of reporting fraud including telephone numbers and access to more information regarding fraud via NCIDC’s website (see attachment 4).
	 Not Applicable
	Income and energy supplier data that allow program benefits to be provided to eligible individuals.

	 
	 
	 
	 

	SOCIAL SECURITY NUMBER REQUESTS

	Describe the Grantee's FY 2014 policy in regards to requiring Social Security Numbers from applicants and/or household members applying for LIHEAP benefits.
	Please describe whether the State's policy for requiring or not requiring Social Security numbers is new as of FY2014, or remaining the same.
	If the Grantee is not requiring Social Security Numbers of LIHEAP applicants and/or household members, please explain what supplementary measures are being employed to prevent fraud.
	Necessary outcomes from these systems and strategies

	Since 1999 NCIDC’s policy has required a SSN for the individual who applies for LIHEAP assistance for the household. Applicants that refuse to supply a valid SSN cannot receive LIHEAP services.

The database, designed by NCIDC, will not allow data input for any applicant without a SSN. The database serves three purposes, the first is that applicants must be registered in NCIDC’s database to receive benefits, the second is data management and the third is fraud prevention.

	  Since the programs inception in 1999, NCIDC has required SSN for all LIHEAP applicants.
	  Not Applicable
	All valid household members are reported for correct benefit determination.
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	CROSS-CHECKING SOCIAL SECURITY NUMBERS AGAINST GOVERNMENT SYSTEMS/DATABASES

	Describe if and how the Grantee used existing government systems and databases to verify applicant or household member identities in FY 2013 and continuing in FY 2014.  (Social Security Administration Enumeration Verification System, prisoner databases, Government death records, etc.)
	Please highlight which, if any, policies or strategies for using existing government databases will be newly implemented in FY 2014.
	If the Grantee won't be cross checking Social Security Numbers and ID information with existing government databases, please describe how the Grantee will supplement this fraud prevention strategy.
	Necessary outcomes from these systems and strategies

	NCIDC has not used any existing government systems or databases to verify applicant identities because there has never been a requirement to cross check SSN against Government Systems/databases in the past.  We have researched the various potential systems and have found that they are either too expensive or unavailable for LIHEAP providers. Aside from the prohibitive expense of some of the options suggested, accessing the state and federal databases is an even greater challenge and there are legal ramifications. The following quote is from the Social Security Number Verification Service at the Social Security Administration’s website: “While the service is available to all employers and third-party submitters, it can only be used to verify current or former employees and only for wage reporting (Form W-2) purposes.“ Although we explored the viability of several databases, we were unable to access any because each had it own unique set of challenges that were time consuming and unfruitful
	 NCIDC will continue to use current policies and will not use existing government databases due to their prohibitive nature. Should the DHHS develop a methodology for cross checking SSN that is not prohibitive, NCIDC will adopt as appropriate. 


	 NCIDC has been providing LIHEAP services for many years and is confident in our current method of fraud prevention, as it has an adequate check and balance system and to the best of our knowledge no abuse of the program has occurred. 


	Use of all available database systems to make sound eligibility determination.

	 
	 
	 
	 

	VERIFYING APPLICANT INCOME

	Describe how the Grantee or designee used State Directories of new hires or similar systems to confirm income eligibility in FY 2013 and continuing in FY 2014. 
	Please highlight any policies or strategies for using new hire directories which will be newly implemented in FY 2014.
	If the Grantee won't be using new hire directories to verify applicant and household member incomes how will the Grantee be verifying the that information?
	Necessary outcomes from these systems and strategies

	The majority of employment on reservations is within the Tribal government and its subsidiaries and Tribes are not required to report employment data to the state.  Therefore, the state databases are inadequate for new hires on reservation. 

In an effort to insure that all household members’ income is accounted for, we will require the “verification of unemployment/no income” statement (see attachment 7) beginning in FY 2011.  It is required for all adults living in the household. The form assists in verifying that the household income and number of people living in the home is accurate on the application form. This form requires that all household members, 18 years or older complete and sign a statement that verifies they are unemployed or have no income. Additionally, the Tribal LIHEAP coordinator must also sign each form, as verification of household members and employment/income status. 


	 As explained in the previous question, these directories do not provide adequate information requiring new hires on reservations; therefore we will not be using new hire directories. A continued strategy will be to include the Verification of Unemployment/No Income Statement form as part of the eligibility packet.
	 Not Applicable
	Effective income determination achieved through coordination across program lines. 
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	PRIVACY-PROTECTION AND CONFIDENTIALITY

	Describe the financial and operating controls in place in FY 2013 that will continue in FY 2014 to protect client information against improper use or disclosure.
	Please highlight any controls or strategies from your plan, which will be newly implemented as of FY 2014.
	If you don't have relevant physical or operational controls in place to ensure the security and confidentiality of private information disclosed by applicants, please explain why.
	Necessary outcomes from these systems and strategies

	NCIDC’s Personnel Policies statement regarding confidentiality states: “Employees shall not discuss or relate any confidential or sensitive information to any person not entitled to such information. In this regard a confidentiality form may be required to be signed by the employee (see attachment 8). ” Employees working directly with clients and or client data are responsible for safeguarding client information. As such, each department that has access to confidential or sensitive files is required to follow specific procedures that insure privacy protections. File cabinets are locked at the end of the day. Offices that contain confidential files are secured both during office hours and after hours an electronic security system is used. Keys to sensitive areas are selectively distributed to management personnel and program staff that require daily access to files. These same procedures are followed in the fiscal department. Locking file cabinets assure that personal and financial information is safeguarded. Computer security is equally rigorous. The computer system has firewalls that protect entry from outside entities and only select personnel who have reason to use confidential information have access to files on the server. Passwords are required to open individual computers and are also required to open specific files. 

As an additional measure, the responsibility statement form was updated to strengthen against the fraudulent misuse of funds. The responsibility statement, (See attachment 9) a required form that all LIHEAP participants must sign and serves two purposes. The statement is additional certification that the person signing is aware that falsifying information can lead to prosecution and it is an acknowledgment that they are the only person in their household applying for LIHEAP funds. By signing the form permission is also granted for the Tribe or NICDC to exchange name and address information with other LIHEAP providers to insure there is no duplication of services. This is one more way that we are guarding again fraud or waste of LIHEAP funds and protecting client confidentiality. 


	NCIDC is in the process of installing additional hard and software that will further prevent access and protect sensitive data within our computer system.
	 Not Applicable
	Clear and secure methods that maintain confidentiality and safeguard the private information of applicants.

	
	
	
	


	LIHEAP BENEFITS POLICY

	Describe FY 2013 Grantee policies continuing in FY 2014 for protecting against fraud when making payments, or providing benefits to energy vendors on behalf of clients.
	Please highlight any fraud prevention efforts relating to making payments or providing benefits which will be newly implemented in FY 2014.
	If the Grantee doesn't have policy in place to protect against improper payments when making payments or providing benefits on behalf of clients, what supplementary steps is the Grantee taking to ensure program integrity.
	Necessary outcomes from these systems and strategies

	The NCIDC’s FY 2014 policies regarding fraud protection, when making payments or providing benefits to energy vendors on behalf of LIHEAP clients are much the same as in previous years. One such policy is that only a limited number of specified NCIDC employees are authorized to make pledges and each year the NCIDC employees who are authorized are verified, added or subtracted from the list. This practice has helped to avoid fraudulent activities or errors by specifying that only the individuals indicated are able to authorize payments. 

NCIDC sends the utility company pledge letters for eligible clients. The pledge letter outlines who the client is, the client’s energy company account number and the amount NCIDC is pledging to the energy vendor for that client. For absolute clarity there is a statement in the pledge letter (see attachment 11) that verifies that this is a one-time payment for this specific client to avoid any misunderstandings or fraud. 

One additional mechanism that is in place that lessens the opportunity for fraudulent behavior is NCIDC’s policy to release payments directly to vendors only after a client is qualified for the program and there is validation that the credit, product or service was provided by the vendor. Additionally, clients are informed via U.S. mail that they have been approved for assistance and what amount has been pledged in their name (see attachment 10). The client’s awareness of what they are entitled to helps to prevent fraud, as they must sign for what they have received from unregulated vendor or will see the amount credited to their account if they use a large energy company or on a mobile home park bill. 

In the case of an energy-related crisis, clients must provide verification of interruption of service: a shut off notice or a notice from the vendor requiring a pre-payment before delivery of heating/cooking fuels. There are no circumstances under which a client receives a direct payment for LIHEAP services. Under no circumstances does an energy provider receive payment until it is validated that the bill has been paid or in emergency situations that service will not been interrupted or has been turned back on. The steps in NCIDC’s process are designed to prevent fraud and to guarantee that LIHEAP resources are used for the express purpose outlined in the LIHEAP policies and procedures
	In an effort to strengthen NCIDC’s policies and practices in administering the LIHEAP program an additional step is taken to safeguard against fraud and waste. When the annual letter is send to vendors the fraud prevention fliers referenced above regarding fraud reporting are included.
	  Not Applicable
	Authorized energy vendors are receiving payments on behalf of LIHEAP eligible clients.
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	PROCEDURES FOR UNREGULATED ENERGY VENDORS

	Describe the Grantee's FY 2013 procedures continuing in FY 2014 for averting fraud and improper payments when dealing with bulk fuel dealers of heating oil, propane, wood and other un-regulated energy utilities. 
	Please highlight any strategies policy in this area which will be newly implemented in FY 2014.
	If you don't have a firm plan for averting fraud when dealing with unregulated energy vendors, please describe how the Grantee is ensuring program integrity.
	Necessary outcomes from these systems and strategies

	The two-step client application process for Unregulated Energy Vendors is identical to what is described in section 9 – LIHEAP Benefits Policy. The difference with unregulated energy vendors is in how vendors are selected, evaluated for authenticity (see below in section 11 – Verifying the Authenticity of Energy Vendors) and the procedure for verifying that the client receives energy assistance under LIHEAP. For many years the Tribal Coordinator selected unregulated vendors. The Tribes that NCIDC provides LIHEAP services for are relative small making it reasonable for Tribal coordinators to know and validate local unregulated vendors. In an effort to safeguard against fraud a system has been utilized that validates that clients receive the promised energy services. After a client is authorized for benefits, the vendor is notified that the client is entitled to a specified amount of wood or pellets. The wood vendors makes arrangements to deliver the wood and at that time the client and vendor both complete and sign a form (see attachment 12) stating that the client received what they were authorized to receive and the vendor delivered what was authorized. Additionally, it is required that vendors provide either a Social Security number or an Employer Identification Number on the form. No payment is made until the NCIDC LIHEAP coordinator receives the completed form and authorizes release of the funds. NCIDC staff requires pellet vendors to fax invoices on letterhead and confirmation of delivery before they can be paid. 

A unique situation for which NCIDC has designed protocols to avert any misunderstandings or fraud is with mobile home parks. It is typical for the parks to bill tenants for rent, power, sewer and garbage collectively and the park is responsible for paying the utilities from those proceeds. NCIDC requires the client to produce a copy of their rent bill with the utility breakdown, showing what the client has or has not paid. In this way when paying out LIHEAP claims only valid utility costs are paid. This method serves two purposes first it guarantees a valid payment amount and the rent bill validates the mobile home park as a qualified vendor.
	  No new policies will be implemented in FY 2014.
	  Not Applicable
	Participating vendors are thoroughly researched and inspected before benefits are issued.

	 
	 
	 
	 

	VERIFYING THE AUTHENTICITY OF ENERGY VENDORS

	Describe Grantee FY 2013 policies continuing in FY 2014 for verifying the authenticity of energy vendors being paid under LIHEAP, as part of the Grantee’s procedure for averting fraud.
	Please highlight any policies for verifying vendor authenticity which will be newly implemented in FY 2014.
	If you don't have a system in place for verifying vendor authenticity, please describe how the Grantee can ensure that funds are being distributed through valid intermediaries?
	Necessary outcomes from these systems and strategies

	NCIDC is cognizant of the potential for fraud in the LIHEAP program and several measures have been instituted to guard against abuse. For the large vendors such as Pacific Gas & Electric, Department of Water and Power, Ameri-gas and cities and municipalities an official copy of the client’s utility bill validates the authenticity of the vendor. Stricter measures are employed with unregulated vendors including stores that sell pellets for heating. Unregulated vendors are required to produce proof of authenticity by providing a Social Security number or an Employer Identification number; by invoicing on their company’s letterhead and they are further scrutinized by NCIDC staff that check for their presence in local phone books or on the Internet. Tribal coordinators are aware of the wood providers that serve their reservation, which serves as another method of validation. Pellet vendors are also checked via the local phone book or on the Internet and validated by requiring billing for pellets be faxed to NCIDC on official store stationary. As mentioned above in section 10, verifying the authenticity of mobile home parks as energy providers is accomplished through their billing process, which is required documentation for clients seeking LIHEAP assistance.
	A policy adjustment NCIDC made in FY 2011 will continue to be followed. The policy limits the number of unregulated wood vendors that each Tribe can have on record as current energy providers. The policy will limit the number of vendors, to two (2) per Tribe.  The LIHEAP Tribal Coordinator, at the beginning of the year will select these vendors and the NCIDC LIHEAP coordinator will have final approval. 


	Not Applicable
	An effective process that effectively confirms the existence of entities receiving federal funds.
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	TRAINING AND TECHNICAL ASSISTANCE

	In regards to fraud prevention, please describe elements of your FY 2013 plan continuing in FY 2014 for training and providing technical assistance to (a) employees, (b) non-governmental staff involved in the eligibility process, (c) clients, and (d) energy vendors. 
	Please highlight specific elements of your training regiment and technical assistance resources from your plan which will represent newly implemented in FY 2014.
	If you don't have a system in place for anti-fraud training or technical assistance for employees, clients or energy vendors, please describe your strategy for ensuring all employees understand what is expected of them and what tactics they are permitted to employ.
	Necessary outcomes from these systems and strategies

	All NCIDC staff are trained to take every precaution to prevent fraud. LIHEAP staff is best equipped to know what mechanisms must be in place to avert illegal activities. Staff is very confident that the systems in use are duly stringent and pertinent as they come about as a direct result of experience with LIHEAP. The application and disbursement process has multiple checks and balances to guard against fraudulent behavior and is a fair eligibility process for applicants. 

Tribal coordinators are trained when they are new to the program and are reminded on a continuing basis of program procedures. NCIDC coordinators are always available to assist and answer questions of Tribal coordinators. When errors occur NCIDC program coordinators remind the Tribal staff of the proper procedures and work closely with them to reinforce what is needed for client eligibility. NCIDC program coordinators give final approval and review each application for completeness and accuracy, which helps to prevent errors. 

Clients are provided assistance at the local level from their Tribal coordinators who help each applicant complete the process. The rules and requirements of the program are explained to each applicant during the application process. 

Most regulated vendors have been participating in the program for many years and know and understand the procedures and processes. Unless there are energy vendor staffing changes or policy or procedural changes only the annual reminders of the programs services and limitation are provided.

	Our training regiment and technical assistance will remain the same with the exception of, as outlined above in section 3, Fraud Reporting Mechanisms, providing fraud-reporting information to all of the Tribes and vendors we work with.
	 Not Applicable
	The timely and thorough resolution of weaknesses or reportable conditions as revealed by the audit.

	 
	 
	 
	 

	AUDITS OF LOCAL ADMINISTERING AGENCIES

	Please describe the annual audit requirements in place for local administering agencies in FY 2013 that will continue into FY 2014.
	Please describe new policies or strategies to be implemented in FY 2014.
	If you don’t have specific audit requirements for local administering agencies, please explain how the Grantee will ensure that LIHEAP funds are properly audited under the Single Audit Act requirements.
	Necessary outcomes from these systems and strategies

	NCIDC is the administering agency of LIHEAP. The Tribal coordinators are responsible for advertising the program, taking the clients through the first stage of the application process, for validating the authenticity of the client information and the local vendor information and for collecting the required documents and forwarding completed applications. No funds are subcontracted to individual Tribes. All pledges and payments are generated by the NCIDC coordinators and monitored internally through a series of steps that safeguard for fraud and abuse. An independent CPA firm audits LIHEAP and all of NCIDC’s programs annually.


	     Not Applicable
	     Not Applicable
	Reduce improper payments, maintain local agency integrity, and benefits awarded to eligible households.


Additional Information

Please attach further information that describes the Grantee’s Program Integrity Policies, including supporting documentation from program manuals, including pages/sections from established LIHEAP policies and procedures.  
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